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Abstract Many people are equipped with wireless devices which interact with each other
through Wi-Fi or Bluetooth connection, as typied by smartphones, audio players or hands-
free headsets. In these wireless connections, by specications, these devices exchange their
unique MAC addresses in the clear; these addresses can be observed without diculty by third
parties. This raises concerns that users' location privacy may be disclosed by gathering these
MAC addresses correlate with other information: time, location, etc. In this paper, we show
the actual result of gathering MAC addresses and discuss eective method for mitigation or



























































































































































































































































































































































































































































































































[1] Bluetooth Special Interest Group. Speci-
cation of the Bluetooth System (2.1), 2007.
[2] IEEE. IEEE 802.11 wireless local area
networks. http://www.ieee802.org/11/
Accessed: July 1, 2012.
[3] John Krumm. A survey of computational
location privacy. Personal and Ubiquitous
Computing, 13:391{399, 2009.
[4] MM 総研. スマートフォン市場
規 模 の 推 移・予 測（12 年 3 月 ）.
http://www.m2ri.jp/newsreleases/
main.php?id=010120120313500 Ac-
cessed: July 1, 2012.
[5] Android Open Source Project. Android 2.1
platform. http://developer.android.
com/about/versions/android-2.1.html
Accessed: July 1, 2012.
[6] 高木 浩光. Bluetooth で山手線
の 乗 降 パ タ ー ン を 追 跡 し て み た.
http://takagi-hiromitsu.jp/diary/
20090301.html Accessed: July 1, 2012.
[7] 上原 哲太郎. Webや携帯電話における固定
IDとプライバシー問題. システム制御情報
学会誌, 54(6):236{241, 2010.
